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IlTocmaHogka npo6nemu. CyyacHuiA eTan pPO3BUTKY EKOHOMIYHMX CUCTEM XapaKTepu3yeTbCsl
nornnbéneHHsiM npoueciB undpoBsisauii Ta akTMBHMM BNPOBAMKEHHAM IHCTPYMEHTIB LUTYYHOrO iHTENEKTY B
NpakTKKy ynpasBniHCbKUX pilleHb. [MignpuemcTBa 1 opraHn gepxxaBHOI Brnagn gedani wuplle 3acTOCOBYOTb
anropMTMM  MAaLUMHHOFO HaBYaHHA And obpobkM BENUKMX MacvBiB OaHWX, MNPOrHO3YBaHHA PWHKOBOI
KOH’IOHKTYpPU Ta BUSABIEHHS MOTeHUiHMX 3arpo3. BogHoyac edekTUBHICTb (PyHKLIOHYBAaHHA Takux CUCTEM
BesnocepedHbO 3anexuTb BiA4 SKOCTi, AOCTOBIPHOCTI Ta MOBHOTW iHOpPMaUiMHUX pecypciB, LWO
BVKOPUCTOBYIOTBHCS B MPOLIECi aHaniay.

B ymoBax rnobanbHoro undpoBoro cepegoBuLLa, A4S SKOro XapakTepHi iHdopmMauiiHa HaaMipHICTb,
NoLMpeHHs AesiHdopMalil Ta MaHINyNaTUBHOrO KOHTEHTY, (DOPMYETbCHA CYNepeyHiCTb, KONMU TexXHONOoril
LWITYYHOro iHTENEeKTY, MOKMUKaHi 3HWXYBaTWU piBeHb HEBU3HAYEHOCTi, 3@ HasIBHOCTI HEAOCTOBIPHMX AaHUX
MOXYTb, HaBnaku, nocunosaTu ii. HopmatuBHO-npaBoBe none YkpaiHu, 3okpema 3akoH YkpaiHu «[1po
HauioHanbHy nporpamy iHopmaTusauii» [1], BU3Havae iHdopmaliiHy ©6e3neky OAHWMM i3 NPIOPUTETHUX
HanpsMiB OepXXaBHOI MONITUKWU, NPOTEe MUTaHHA CUCTEMHOI Bepudikauil KOHTEHTY ANA aBTOMaTU30BaHWUX
cUCTEM MiATPUMKMA YNpaBniHCbKUX pilleHb 3anuwaeTbCa HeAoCTaTHbO BperynsoBaHuM. B pesynbrarTi
HegocToBipHa iHOpMauia TpaHC(OPMYETLCA 3 KOMYHiKauiMHOI npobrnemu y BaroMui YMHHWUK PUSKKY
cTpaTeriyHoro ynpasriHHSA, WO obymOBMOE HeOoOXigHICTb nepernagy nigxodiB OO PU3MK-MEHEeOXMEHTY B
yMOBaXx MOLNPEHHS reHepaTUBHUX TEXHOSOTIN LUTYYHOrO iHTENEKTY.

AHaniz _ocmaHrHix QdocnidxeHb i _ny6nikayili. Y cydacHil HayKoBi niTepaTypi npobnemaTtuka
ynpasniHHA pu3nkamu B ymoBax UM@POBI3aLil po3rngaacTbCa 3 PisHUX KOHUenTyanbHUX no3wudin. 3HadvHa
YacTMHa [JOCNiIKEHb 30cepepkeHa Ha TpaHcgopMauii CUCTEM PU3MK-MEHEKMEHTY Ta 3abe3neuyeHHi
chiHaHcOBOiI Ge3nekn B uUucpoBin ekoHomili. 3okpema, y npauax O. OecartHiok i O. lMraweHko [2]
06r'pyHTOBYETLCA HEOOXIOHICTL aganTauii TpaguUinHMX Nigxo4iB 4O ynpaBmniHHA pu3nkamu 3 ypaxyBaHHSM
BMMAMBY LMPOBUX TEXHOMOrN Ta 3poCTaHHs piHaHcoBMX 3arpo3. Y uboMy KoHTekcTi O. Ckiubko Ta
cnisasTopu [3] 34iNCHUNKM cucTeMaTu3auilto OCHOBHUX 3arpo3 i pUsnkiB BUKOPUCTAHHS LUTYYHOrO IHTEMNEKTY B
€KOHOMIYHMX cucTeMax, Lo CTBOPIOE TEOPETUYHE NiArpYHTA ANs noganbLlunX A0ChiaAXKeHb.

Okpemuii HanmpsM HaykoBMX PO3BIAOK MOB’A3aHUMA i3 npouecaMmu MNPUMAHATTA Ta OLUiHIOBaHHS
yrpaBniHCbKMX pilleHb Yy CKragHoMy W AuHamiyHoMy cepeposuuli. Tak, A. MenbHuk i P. BuHokypoB [4]
aHani3yTb 0COBNMBOCTI hOPMYBaHHS YMPaBIiHCBKUX PillEHb B YMOBAX 3pOCTaHHSI HEBU3HAYEHOCTI, TOAI K
C. OHuwieHko i A. Tnywko [5] akueHTyoTb yBary Ha poni iHopMaLuiiHO-aHaniTUMHOrO 3abe3neyeHHs y
nigTpumui chiHaHCOBOI cTabiNbHOCTI NMigNpMeMcTB. BaxnMBum JONOBHEHHAM OO0 UUX OOCHIMKEHb € npausi
H. Jlecbko [6], B SIkii pO3KpMUTO MpaBoBi MexaHi3aMu 3abe3neyvyeHHs 4OCTOBIpHOCTI iHopMaUii sk KNo4oBOT
nepegymMoBM NEriTUMHOCTI  yNpaBmiHCbKMX pilleHb, a Takox pobota O. KpaBuyka [7], npucssdeHa
MeTOoOUYHMM acnekTaMm iaeHTudikaLii pu3mnkiB, NOB’A3aHNX i3 BNPOBAMKEHHAM CUCTEM LUTYYHOrO IHTEMNEKTY.

* Haykosuli kepigHuk: bysik J1.M. — 8-p ekoH. Hayk, rnpoghecop
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Y Mexax TexHiko-iHopMauiMHoro nigxody yBara HayKOBLIB 30CepekyeTbCa Ha cneumdidHnx
3arposax umdpoBoro cepegosuila. 3okpema, B. IBkoBa Ta |. Onipcbkuii [8] AoCnioKy0Tb pU3NKK, 3yMOBJIEHI
BukopuctaHHAM OSINT-iHCTpYMEHTIB.

BaxnmBum 00’€KTOM aHamnidy cy4YacHUMX [AOCNimXKeHb € KOTHITMBHI OOMEXEeHHS Ta MOMMUITKU
iHTenekTyanbHuMx cucteM. @PeHOMeH «ranuMHauin» reHepaTMBHMX MoAenen Ta Woro BMAMB Ha
OOCTOBIpHICTb AaHWX po3rnsgaetbes y npaudax €. MaxHa Ta konektuy aBTopiB [9]. Ak oawH i3 nigxoais oo
MiHiMi3auUil TakMx pU3NKIB y HayKOBIN niTepaTypi 06rpyHTOBYETLCA KOHUENUIS «MOACHIOBANBbHOMO LUTYYHOMO
inTenekty» (Explainable Al), TeopetuyHi 3acagm sikoi cuctematmsoBaHo y npaugax A. bappeno Appietn Ta
cnisasTopis [10].

BogHouac, nonpu 3HayHy KinbKiCTb HAyKOBMX HanpaLlloBaHb, Y NnitepaTypi He4oCTaTHBO AOCHIAKEHNM
3anvwaeTbCa NUTaHHSA BNNUBY HEOOCTOBIPHOI 30BHILWHBLOI iHGbOpMaLii Ha edeKkTUBHICTb ynpaBRiHCbKMX
pilleHb, CHOPMOBAHMX i3 BUKOPUCTAHHAM CUCTEM LUTYYHOIO iHTENEKTY, 30KpeMa B KOHTEKCTi CTpaTeriyHoro
ynpaeniHHA NigNPUEMCTBOM.

[TocmaHoeka 3aedaHHs. MeTol cTaTTi € AOCRHioKEHHS BMNMBY HeAOCTOBIpHOI iHdopmauii Ta
fesiHopmauiH1X NOTOKIB LMPPOBOro cepefoBuiLa Ha €ePEKTUBHICTb BUKOPUCTAHHSA LUTYYHOrO iHTENEKTY B
CUCTEMI YNpaBMniHHA pu3MKamMu MigNpuEMCTBA, a TakKoX OOI'pyHTYBaHHSA OaraTopiBHEBMX MigXo4iB [0
nepeBipKn AaHMX 3a4ns NigBULLLEHHA SKOCTI CTpaTerivHnX yNpaBniHCbKUX PilLEHb.

Buknad ocHogHo20 Mamepiany docnioxeHHs1. KOPeKTHICTb ynpaBniHCbKMUX pilleHb, He3anexHo Big
TOro, YN BOHU (POPMYKOTLCSA JIHOAMHOK, YM aBTOMaTM30BaHOK CUCTEMO, GeanocepeaHbO 0OymoBreHa
BiONOBIQHICTIO iHpopMaUii hakTUYHOMY CTaHy AocnigxyBaHoro ob’ekta abo npouecy. Y HaykoBin nitepartypi
AKICTb iHOPMAaLINHMX pecypciB PO3rNsaAaeTbCs Kpisb NPU3MY CYKYMHOCTI KITHOYOBUX XapakTepucTuK, cepen
SKUX BUAINAOTb PiBEHb MOBHOTU Ta SOCTATHOCTI BiAOMOCTEWN, iX aKTyanbHICTb, afeKBaTHICTb BifoOpaXxKeHHA
pearnbHOCTI, TOYHICTb, CTINKICTb 40 CNOTBOPEHb, a TAKOX CBOEYACHICTb BUKOPUCTAHHSA [6, C. 141].

Y cucTtemi cTpaTeriyHoro ynpasniHHA pu3vMkaMy NignpuMeEMCTBa OAHIEID 3 KMOYOBMX 3arpo3 BUCTYNae
CEMaHTUYHa HEeHagiNHICTb iHbopMaL,l, WO BMKOPUCTOBYETLCS anroputMamu LUTYYHOro iHTenekTy. MexaHiam
BUKPUBIEHHA npoLuecy opMyBaHHS YMNpPaBfiHCbKMX pilleHb AOUiNbHO nogaTtn y Burnsgi ysaranbHeHOo!
KOHUeNnTyanbHOI Moaeni, HaBegeHoi Ha puc. 1.

EdekTnBHe
pilLeHHSA
BepwudpikoBaHi gaHi ApekBaTHa oLjiHKa
pU3nKy ¢
> Cuctema Wl AN | e _>
BxigHui aHanisy pusumkis .
iHpopMaLLifHMit PesynbTtat aHanisy
noTik o . ONS MEHEeKMEHTY
W BHyTpiLwHi 3601, )
rantoumHadii
HepocToBipHi aaHi BukpuBneHa ouiHka W
(OesiHdopmalis, pU3nKy
OTPYEHHS AaHNX) CrparteriyHa
nomunka

Puc. 1. KoHuenTtyanbHa mofenb BNAMBY HEQOCTOBIPHOCTI iH(popMaLii Ha NPUWHATTA pilleHb
cuctemoro LI
IDxeperno: po3pobrieHo aemopom caMoCcmiliHO

BignosiaHO [0 NpeacTaBneHol KOHLUenTyarnbHOI MoAeni, 3as3HadeHi 3arpo3u [ouinbHO rpynyBaTtu
3anexHo Bif NOXOAXEHHS, BAOKPEMITIOIOUN 30BHILUHI Ta BHYTPILLHI YUHHUKK:

1. 30BHILLHI 3arpo3n: BUKPWBIIEHHS BXiOHWX iHPOpMaLiiHUX MOTOKIB Ta pu3ukm 3actocyBaHHs OSINT.
[o rpynu 30BHILLHIX 3arpo3 Hanexatb fii, WO CnpsAMOBaHi Ha CMOTBOPEHHS iHpopMaUinHOro cepegoBuLa,
SIKe BMKOPWCTOBYETBCS CUCTEMAMW LUTYYHOTO iHTENeKTY AN aHaniTmyHoi obpobkun. Hanbinbw KpUTUYHUM
NMPOSIBOM TakMx BMMBIB € SBULLE «OTPYEHHS AaHMX», WO MOMSArae y HaBMUCHOMY BKITHOYEHHI [0
iHpopMauiiHUX mkepen cneuianbHO MiArOTOBMEHNX HEKOPEKTHMX abo MaHinynsTMBHUX BiQOMOCTEW, Ha
OCHOBI AKUX 3[OINCHIOETLCA HAaBYaHHA.

OcobnmBoro 3HayeHHs! B LIbOMY KOHTEKCTi HabyBae BMKOPUCTAHHA PO3BidyBanbHUX TEXHOSOrIN,
3acHOBaHuX Ha aHanisi BigkpuTtux mxepen (OSINT). Ak 3a3HavatoTb B. IBkoBa Ta |. Onipcbkuii, nonpu BUCOKY
aHaniTUYHy LIHHICTb TakMX iHCTPYMEHTIB, BIOKPUTI OaHi XapakTepusylTbCa MNigBULLIEHOD BpPasnuBICTIO A0
hanbcudpikauii, WO CTBOPIOE nNepeaymoBU Ang AesiHdopmauii aBTOMaTM3oBaHUX cuctem. Y pasi
BUKOPUCTaHHA koprniopatBHuMmn cuctemamun LI iHbopmauil 3 HenepeBipeHMX 30BHILWHIX nnaTdopm and
OLHIOBAHHS PWHKOBOI CcUTyaLii UinecnpsMoBaHui iHopMaLinHUiA BNAMB 3 OOKY KOHKYPEHTIB MOXxe
npussecTn 0o HOpMyBaHHS NOMUITKOBUX OLIHOK pu3uKiB [8].
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2. BHYTpiWHi 3arpo3un: KOTHITUBHI BUKPUBMNEHHS Ta (PeHOMEH «raniouuHauii» LWTYYHOro iHTENeKTy.
Mopsaa i3 30BHIWHIMW  YMHHWKaMK, CYTTEBY Hebeaneky CTaHOBMATb BHYTPIWHI OBMEXeHHA camux
iHTenekTyanbHMx Moaenen. HagiTb 3a HAABHOCTI BiAHOCHO HaAiMHWX BXIOHWX AaHUX reHepaTuBHI cucTemu
OEMOHCTPYIOTb CXMIbHICTb 40 cneuniyHmX KOrHiTUBHUX 3601B, BiZOMUX SK «rantoLmHaLiin».

Y nnowWuHi ynpaeniHHA MiANPUEMCTBOM Taki MOMWUMKA MOXYTb MNpPOSBAATUCA Y (pOpMyBaHHi
HeICHYIOUMX PUHKOBMX TeHAEeHUin abo y reHepauii HeobrpyHTOBaHMX MPOrHO3HWX nokasHukiB. OCHOBHa
Hebes3neka nondrae y BMCOKOMY CTYMeHi NpaBaonofibHOCTi nofibHOro KOHTEHTY, L0 iCTOTHO YCKNagHHE
MOro cBoeYvacHe BUSIBIIEHHS Ta NepeBipKy 3 60Ky daxiBUiB i3 pU3MK-MEHEeIKMEHTY.

Y3aranbHeHy cuctematmsauito Kn4yoBux iHhopMaUinHMX 3arpo3 A CUCTEM LUTYYHOrO iHTENeKTy B
npoLeci ynpasniHHA pu3vkamMmu nogaHo B Tabn. 1.

Tabnuuys 1
3arpo3u BUKpUBIEHHA iH(hopMauii B anropuTtmax WTYYHOro iHTeNeKTy Ta iX ynpaBniHCbKi Hacnigku

KaTeropis . . Hacnigku ana cuctemMun pusmnk-meHeaKMeH
P Cnocib peani3sauii AKn A P} A R4
3arposu Ha ocHosi LI
HaBmucHe gogaBaHHs abo 3amiHa yacTuHu | Jedopmadis norikm poboTv Mmogeni, wWo
OTpyeHHA gaHux | BXigHOI iHbopmauii XUOHUMM 4n | 3yMOBMIOE CUCTEMATUYHI MOMUIIKW Y BUSABMEHHI
ynepemKkeHnmMmn Habopamm gaHmx Ta paH)XyBaHHi pU3uKiB
MacoBe npoayKkyBaHHA Ta MOLUMPEHHS . .
. BukpueneHre CNPUAHATTS 30BHILUHBLOIO
HenpaBanBUX abo MaHinynaTUBHUX

MaHinynsuii 3 cepegoBuwa (PMHKOBMX YMOB, HaLiNHOCTI

noBigoMIneHb nyoniyHom : .o .
OSINT-gaHnmu nosia T y Y oMy KOHTpareHTiB, penyTauinHmMx akTopiB), L0
iHpbopmauiiHOMy NpOCTOpi, KM aHanisye . 44
wi Be[le 40 HenpaBUIbHUX YNpaBniHCbKMX il
BukopucTaHHs BUragaHux OaHux abo
[anouunHadii dopMyBaHHA CUCTEMOK  NEPEKOHMMBMUX, . . .
. HepeaniCTU4YHUX MNPOrHO3iB AK NIArpyHTs Ans
reHepaTtnBHUX ane CbaKTVI‘-IHO HeOOCTOBIPHUX TBEPOXXEeHb . .
. X . L cTpaTeriyHux pilleHb, WO CTBOPKE 3arposu
mogeneun yHacnigok IMOBIPHICHOI npupoau reHepadill

05 JOBroCTPOKOBOI CTIMKOCTI NignprMemcTea

LDkepeno: y3azanbHeHO Ha OcHoei Oxeper [4; 9]

BukopuctaHHs cnotBopeHux abo HeHaginHux aaHux y LLI-opieHTOBaHi cuctemi pusmk-MeHegKMeHTY
3anyckae naHulroBmMn edgekt HeraTMBHWX HacCnigkiB, WO NPOSBNSETbCA Ha BCIX YNPaBMiHCbKUX PIBHAX
nignpMeMcTBa — Bif NOTOYHOI ONepaLinHOi AiSNbHOCTI 40 (POPMYyBaHHA A4OBrOCTPOKOBOI CTpaTerii.

HapoxomkeHHss HegocToBipHOI iHdopmauii B ynpaBniHCbKi  npouecyu nignpuemcTsa 3anyckae
NocnifoBHUI MeXaHi3M HapOCTaHHSA PU3KKIB, KONIM NOYaTKOBI iHbOpMaLiHi CNOTBOPEHHS Mig Yac noganbLuoi
anropuTMIiYHOI iHTepnpeTauii He nuwe 36epiraloTbCs, a W NOCUNIOKTLCHA, WO B MiACYMKY 3YMOBIIOE
yXBaneHHs yNpaBmiHCbKMX pilleHb i3 NOTEHLIMHO HEraTMBHUMW HacnigkaMu Anst iHaHCOBOI cTabinbHOCTI Ta
OOBrocTpoKkoBux Uinen po3sutky [3]. padivyHe BigoOpakeHHA 3a3HayeHOl NorikM eckanauii puaukis
npeacTaBreHo Ha puc. 2.

Eckanauis
BrikpuBneHHs AaHux (mxepeno 3arposu
3arposu)

TpaHcdopmauis B
AnroputmiyHWn 36in pU3nK
(TexHiYHuI piBEHD)

_ Marepianisauin
YnpaBniHCcbka nomuska 36UTKIB
(onepauinHui piBeHb)

EkoHOMiYHi BTpaTu
(cTpaTeriyHuii piBeHb)

Puc. 2. Mogenb eckanauii iHcpopMaLiNnHNX PU3NKIB B €KOHOMiYHi 30UTKN
Lxepesno: po3pobrieHo asmopom camocmiliHO

3a yMOBM BUKOPUCTAHHA BUKPUBMEHOI iHopmauinHoi 6a3n, iHTenekTyanbHa cucTemMa MoXe
HenpaBuUIbHO KracudikyBaT €KOHOMIYHO CTabinbHOro napTtHepa $K [pKepeno nigBuLLEHOi 3arposu
BHacCnifoK LWTYy4HO CcGOPMOBAHOrO HeratMBHOrO iHGOPMAaUINHOrO cepefoBulla, WO  CNPUYMHSE

289



IH®OPMAIIHHI TEXHOJIOT'TI TA EKOHOMIYHA BE3ITEKA

HeoOrpyHTOBaHe MNPUMUHEHHS AINOBUX B3aEMOZiN i BTpaTy NOTEHUiMHWX fgoxopis. lMapanenbHo 3 uum
30epiraeTbCst i MPOTUNEXHUIN PU3UK — HECTIPOMOXHICTb CBOEYACHO BUABUTU DiHAHCOBI 3arpo3n, SIKLLO BXIigHi
AaHi 0ynu uinecnpsiMoBaHO CNoTBOpeHi abo AKWo moaens cdhopMyBana HagMipHO ONTUMICTUYHI aHanITUYHI
BMCHOBKM, LLIO MOXXe MaTu Hacnigkom npsimMi €KOHOMIYHi 30UTKM.

LLle Ginbl KpUTUYHMMW HACHIOKM BUKOPUCTAHHSA HELOCTOBIpHOI iHpopMaLii cTatoTb Ha cTpaTeriyHoMy
piBHIi ynpaBniHHA, [Ode YyxBarneHHa pilweHb BiabyBaeTbCA B YMOBax MiABULLEHOI CKMagHoOCTI Ta
HEBM3HAYEHOCTi. Y BUMNAAKY, KONMU [KEepPerioM L€l HEBU3HAYEHOCTi BUCTYNae caM aHaniTUYHUA IHCTPYMEHT,
NOpYLLYETLCA CTINKICTb CUCTEMU LOBIOCTPOKOBOrO NIaHyBaHHs. 3 ornsagy Ha K4oBy posb iHopMaLlinHO-
aHanitTuyHoro 3abesneveHHs y nigTpymaHHi hiHAaHCOBOI piBHOBArn NiANPUMEMCTBA, CTpaTerivHi pilleHHs,
yXBaneHi Ha OCHOBI HEKOPEKTHUX abo «ramntouMHaTOPHUXY» pesynbTaTtiB poboTn Moaeni, MOXyTb CNpAMyBaTh
PO3BMTOK KOMMaHIi y MOMUIIKOBOMY HanpsAMi Ta 3HU3UTK iT KOHKYPEHTHI no3uii [2].

3 MeTOoK NiATPMMAaHHSA HaZiNHOCTI CUCTEMW YMNpPaBMiHHA PU3MKaMW Ha NIANPUEMCTBI OOUINMbHUM €
GopMyBaHHA IHTEPOBAHOrO MeXxaHi3My HenTpanisauii iHopMauiiHMX 3arpos, WO [PYHTYETLCA Ha
NoeAHaHHi Cy4aCcHMX TEXHOMOMYHUX PilLEeHb i3 pernaMmeHToBaHNMK NpoLeaypamMm KOHTPOFI.

Y UbOMY KOHTEKCTi IHCTPYMEHTM 3HWXKEHHS iH(OPMaLUINHNUX PU3KUKIB Y CUCTEMAX LUTYYHOrO iHTENEeKTY
nig Yac poboTn 3 gaHMMK AoUiNbHO KrnacudikyBaTu BignoBigHO A0 CTafii, Ha SKMX BOHU BUKOPUCTOBYHOTHCS:

— iH(bopmaLinHo-BepudikaLiiHi, BNPOBamXXylOTbCA Ha eTani NEpPBMHHONO KOHTPOMD Ta OYULLEHHS
iHchopmauii;

— anropuTMiYHO-iHTEpnpeTaLinHi,
onpauloBaHHS OAHUX;

— opraHi3auinHo-npoueaypHi, BAKOPUCTOBYOTLCS Ha CTagii NiACyMKOBOI NepeBipkn pesynbTaTis.

Y3aranbHeHy XxapakTepUCTUKy 3a3Ha4YeHnX iHCTPYMEHTIB nofgaHo B Tabn. 2.

3acTocoBylOTbCs  Oe3nocepegHb0 B pobOTIi  anropuTmis

Ta6bnuys 2
IHCTpyMeHTH MmiHimisauii pu3ukiB HegocToBIpHOCTI iHbopMaLii B cuctemax ynpaBriHHA Ha OCHOBI
LUTYYHOrO iHTENeKTy

Fpyna iHCTpyMeHTIB IHCTpYyMeHTH MexaHi3m peanisauii
1. IndpopmaLiiHo- MepexpecHa 3icTaBneHHs BHYTPILHLOI  KOprnopaTuMBHOi  iHdopmauii 3
BepudikaLinHi BepudikaLis He3aneXXHUMKU 30BHIHIMK peecTpaMy Ta 6asamMy AaHuX 3 MeToH

BUSABMEHHS NOriYHMX i (paKTMYHMX HEBIQNOBIGHOCTEN.

OSINT-Banigauisa

3acTocyBaHHsA HCTPYMEHTIB aHanidy BIiOKPUTUX [Kepen He ans
HaKOMUYeHHs1 iHopmaLlii, a Ansa NigTBEPOKEHHS 1T JOCTOBIPHOCTI Ta
iAeHTMdikauii o3Hak iHpopmauiiHoro BnnvBy abo gesiHdopmallii.

MonepeaHs BukopuctaHHa OOMOMDKHUMX MOAenen MallMHHOIO HaBYaHHA Ans
aBTOMaTM30oBaHa BUSIBMIEHHSI CTATUCTUMYHMX BIiOXWIMEHb | HETUMOBUX MATEPHIB Yy
inbTpadis MacuBax BXiZHUX AaHUX A0 ix 06pobkm ocHoBHUM LLI-mogynem.

2. AnNropuTmiyHo-
iHTepnpeTauinHi

Explainable Al (XAl)

3anyyeHHss mofenew, 3gaTtHUX PO3KpMBaTW JFOTiKy (OOPMYBaHHSA
pesynbTaTiB, WO A€ 3MOry iAeHTUMIKyBaTU MOMUIIKOBI NPUYUHHO-
HacnigKkoBi 3B'3KM Ta 3MEHLWWTU PU3MK reHepawii HeJoCTOBIPHUX
BWCHOBKIB.

eKkcnepTr3a axepern
iHdopMmauii

AnbTepHaTuBHe PopmMyBaHHSA KiNbKOX MOXIMBUX BapiaHTiB PO3BUTKY MOAIN 3aMiCTb
cueHapHe €OMHOro NPOrHo3y, WO NiABULLYE afanTMBHICTb YNPaBMiHCbKUX
NPOrHo3yBaHHsi pilleHb B yMOBaX HEBU3HAYEHOCTI.
3. OpraHisauiniHo- Banigauis O6oB’'aA3koBe 3anyyeHHs paxiBusi 3 yMpaBriHHSA pu3vkamu [0
npoueaypHi ekcnepTomM OLUiHIOBaHHA pes3ynbTaTiB, $AKi MaloTb CTpaTeriyHi  Hacnigku, 3
YpaxyBaHHsIM MOSICHEHb, HAAAHUX iIHTEPNPETOBAHMMY MOZENSIMMU.
KOpuanyna AHania npaBOMIPHOCTI BUKOPUCTAHHA iHAOPMALINHUX pecypciB

BiNOBIAHO 4O HOPM 3aKOHOOABCTBA 3 METOH 3HWKEHHS NMPAaBOBUX i
penyTauiiHUX pU3KKiB.

[Dkeperno: po3pobrieHo aemopoM caMoCmiliHO

OcHoBOIO MexaHi3My MiHiMi3aLii pu3uKkiB Big HeOoOCTOBIpHOI iHbopMauii mMae cTtatu nepexig Bifg
BVKOPUCTAHHA MOZENen TUMYy «4Y0pHa CKPWMHbKa» OO KOHUErMLUil «MOSICHIOBAHOIO LUTYYHOrO IiHTEMNEKTY».
TexHonorii Explainable Al jo3BonsitoTb iHTEpNpeTyBaTu pesynbTaTtn poboTH CKNagHUX anropuTMis, podnayu
npouec NpUUHATTSA pilleHHSA NPo3opuM Ans MoanHU-onepaTopa.

3anponoHoBaHa MoAENb KOMMIIEKCHOI CUCTEMM MiHiMi3aLil pn3nkiB HEQOCTOBIPHOCTI iHGopMaUii, LWo
noegHye Bepudikalito JaHMX Ha BXOAi Ta iHTepnpeTaLito pilleHb Ha BMXOAi, BidyarnizoBaHa Ha puc. 3.

3anpoBagXeHHs1 3anpornoHoBaHOi Moaeni 06e3nekn TpaHcOpMye caM nigxia [0 BMKOPUCTAHHS
LWUTYYHOrO iHTENEeKTy B YNpaBniHCbKIN AiSNbHOCTI. YNpaBniHCbKUA nepcoHan nepexoauTb Bi HEKPUTUYHOIO
CMPUNHATTS pe3ynbTaTiB aBTOMaTU30BaHOro aHanizy o dopmaTy YCBiAOMIIEHOrO KOHTPOMO, 3a SAKOro
pilweHHs, ccopmoBaHi LI, nignaraoTe 00OB’A3KOBIM MepeBipui Ta iHTepnpeTauii. Y Takii koHdirypauii
WTYYHURA HTENEeKT PYHKUIOHYE He 5K aBTOHOMHE [Kepeno iCTUHW, a AK IHCTPYMEHT NIATPUMKN NPUNHATTA
piLlEeHb i3 NPO30pPOt0 MOriKo poboTu.

290



ISSN 2309-1533 ITHHOBAILIIHHA EKOHOMIKA — 4°2025 [104]
ISSN 2310-4864 (e.1. Bap.) HaykoBo-BMpOBHUUMIA KypHan

1. BxigHi aaHi. BxigHui noTik 4aHux (NOTeHUiHO He4OCTOBIPHUIA)
Cmamyc: HerlepegipeHo abo «pu3uK OMPYEHHS»

2. IndopmauinHa Bepudikadis.
IHempymeHmu: OSINT-eanidayis, aneopummiyHa ¢inbmpauiss aHomarnil

3. AnropuTtmiyHa iHTepnpeTauis.
IHcmpymeHmu: ocHogHa modersb LUI, mexHonoais XAl

4. OpraHizauiiHU KOHTPONb.
IHcmpymeHmu: eanidauisi TOOUHOI-eKCIEPMOM, KpUMUYHUU aHani3 nosicHeHb XAl

5. 3aTBepaKeHe ynpaBniHCbKe pilleHHS.
Cmamyc: docmosipHicmb 3abesnedyeHo

Puc. 3. KoHuentyanbHa cxema 6araTopiBHeBOi cMcTEMU MiHimi3auil pM3nKiB He4OCTOBIPHOCTI
iHcpopmauii
LDkepeno: po3pobrneHo asmopom camoCcmiliHO

lMoeaHaHHs BMCOKOI LWBMAKOCTI 0BPOOKM BENUKMX MAcuBIB AaHuX, 3abe3neveHoi iHTepnpeToBaHMMM
MOLENAMU, 3 EKCMEPTHOK OLHKOK MIOAMHW Oae 3MOry iHTerpyBatv pusvku LMEPOBOro iHopMauiinHoro
cepefoBuLLa B CUCTEMY KePOBaHWX onepauiiHuxX pU3unkiB NiANPUEMCTBA, 3HVXKYIOUN TX KDUTUYHWIA BMSMB.

BucHogku 3 npoeedeHoz2o docnidxeHHs1. [1oCTOBIpHICTb iHpopmaLii B LmMcdppoBOMy cepenoBMLLi
BUCTYMae KIHOYOBOK YMOBOK pPe3yrnbTaTUBHOMO (OYHKLIOHYBAHHS CUCTEM YMpPaBIiHHA PU3UKaMu, LLO
BUKOPUCTOBYIOTb iHCTPYMEHTApPIA LUTYYHOro iHTENnekTy. Y Xxoai AOoChifXeHHs BCTaHOBMNEHO, WO 3a YMOB
HaanuLWKy cnabocTpyKTypOBaHMX Ta HEOAHOPIAHUX iHAOPMaLiAHUX NOTOKIB POPMYETbCS edheKT 3BOPOTHOI
Oil, OCKiNbKM anropntMu, NOKMNMKaHi MiHiMi3yBaTU HEBU3HAYEHICTb Y pasi onpaLoBaHHS BUKPUBNEHUX AaHUX
caMi reHepyoTb JOAATKOBI 3arpo3un Ans cTpaTeriyHoro po3BuTKY NianpueMcTea.

Y3aranbHeHHA OEeCTPYKTUBHUX YMHHUKIB Jano 3Mory 3rpynyBaTh iX 3a NMOXOLXKEHHSIM Ha 3O0BHiLLHI
BMMAMBKU, MNOB’A3aHi 3 MaHinynauismMy iHpopmauinHuM cepefoBulLeM (30Kkpema 4epes LinecnpsmoBaHe
CnoTBOpeHHA Habopie AaHux i gedpopmauito OSINT-gxepen), Ta BHYTPIWHI OOMEXEeHHS anropuTMiYHOI
nNpupoaw, WO BUABMSKTLCA Y BUMNAAI NOMUITKOBUX BUCHOBKIB reHepaTtuBHUX mogenen. OGrpyHTOBaHO, LU0
HEKPUTMYHE BUKOPUCTaHHSA pesynbTaTiB poboTH Taknx CUCTEM iHILiOE noeTanHe HapoLLyBaHHSA PU3MKIB — Big
MOMWUMOK aBTOMaTU30BaHOI OUIHKW Ha onepauinHoOMy piBHI A0 XWOHWX YyNpaBMiHCbKMX pilleHb Yy
[OBroCTPOKOBOMY MMaHyBaHHI, WO NiapvBaloTb iHAHCOBY CTINKICTb NignpuemMcTBa.

Y 3B’A3Ky 3 UMM, 0OBeAEeHO OO0UIMNbHICTb 3MiHW NigXxody A0 BUKOPUCTAHHS LUTYYHOrO iHTENEeKTY, SK i Bif
CMPUNHATTS MO0 BUCHOBKIB LLIOAO FOTOBUX YNpaBniHCbKMUX pilleHb, Tak i 4O KOHUenUil NOCTINHOI nepesipkn
Ta iHTepnpeTauii pe3ynbTaTiB. 3anponoHOBaHWI MeXaHi3aM 3HWKEHHS iHpopMaUiiHUX pu3unkiB nepenbavae
iHTerpauito GaraTopiBHeBOI inbTpauii BXiAHWUX [OaHWX, 3acTOCyBaHHSl iHTepnpeToBaHMX Mogenew
Explainable Al ang nigBueHHA NPO30pOCTi anropuTMIYHOT NOTiKKM Ta 3anyyeHHs eKCnepTHOI OLUIHKW npwu
yXBareHHi pilleHb i3 BUCOKMM piBHEM BignoBiganbHocTi. Peanisauia Takoro nigxogy 3abesnevye 6anaHc mix
aHaniTU4HUMKN MOXKITMBOCTAMU aBTOMaTU30BaHMX CUCTEM | BUMOraMn A0 HaAinHOCTI ynpaBniHCbKUX pilLieHb.

Mopanbli JOCNIMKEHHST OOUINBHO CnpsAMyBaTM Ha (OPMYBaHHS MOPUOHMX IHCTPYMEHTIB NepeBipKu
OOCTOBIPHOCTI iHGopMau,ii, Wo noegHyBaTUMYTb aBTOMAaTM30BaHE BUSIBJIEHHS CMHTETUYHOIO KOHTEHTY 3
npowenypamm eKCnepTHOro ayauTy, a TakoX Ha po3pobneHHst aganTUBHMX MOLENEN OLHIOBAHHS HALiMHOCTI
iHpopMauinHUX gxepen Ans iX iHTerpauii B KopnopaTyBHI CUCTEMU yNpaBiHHA PU3UKaMu.
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LyxmaHH B.A.

HEOOCTOBIPHICTb IH®OPMALII LUOPOBOro MPOCTOPY SAK BUKNMUK LUTYYHOMY
IHTENEKTY B NMPOLUECI YNIPABNIHHA PU3UKAMUA

Merta. [JocnimpkeHHs BNNAMBY HEOOCTOBIPHOI iHGpopmauii Ta AesiHopmauiiHMX MOTOKIB LMdPOBOro
cepefoBUlLla Ha e(EKTUBHICTb BUKOPUCTAHHS LUTYYHOrO IHTEMEeKTYy B CUCTeMi YMnpaBfiHHA puU3nkammu
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nignpueMcTBa, a TakoX ObOr'pyHTyBaHHSA GaraTopiBHEBMX MiOXOAIB OO MEPEBIPKM OaHUX 3aans NigBULLIEHHS
SIKOCTi CTpaTeriyHNX ynpaBniHCbKMX PilleHb.

MeTtoauka pocnigxXeHHA. Y npoueci JOCNIOXEHHA 3acTOCOBAHO MOEAHAHHSA 3aranbHOHAYKOBUX i
cneuianbHux meToais. CUCTEMHUIM aHani3 BUKOPUCTAHO ANS CTPYKTYPYBaHHA iHpOpMaUiiHMX 3arpo3, aHani3
i CMHTe3 — [Ons BCTAHOBMEHHS B3aEMO3B’A3KY MK SKICTIO AaHMX Ta NOMMUIKaMK anropuTmis, rpadiyHe
MOZENOBaHHA — AN BigobpaxeHHs Noriku eckanauii pusukis, a MeToan y3aranbHeHHs i knacudikadii — ans
BMOPSAKYBAHHS iHCTPYMEHTIB 3HMXEHHS iHOpMaLiiHUX PU3KKIB.

PesynbTatn gocnigxeHHsA. BusHayeHo knoyoBi 3arposn undpoBoro iHdpopMaLiHOro cepeoBuLLa,
LLIO BMNAIMBaKOTb HA HaZIMHICTb pilleHb, COOPMOBAHMX i3 3aCTOCYBaAHHSAM LUTYYHOrO iHTenekTy. [loBedeHo, Wwo
Ui 3arpo3y MatTb 3O0BHILLHIA XapaKTep, MOB’A3aHWA 3 MaHinynioBaHHAM iHOpMaLinHMMKM NoToKamMu, Ta
BHYTPILLHIA, 0BYMOBNEHUN o0cobnMBOCTAMM pPOOOTM reHepaTuBHMx Mogenen. O6rpyHToBaHO, L0
CMOTBOPEHHA JaHUX 3amnyckae NaHLIoroBy peakuilo pu3uKiB, ska NPOSBIISETbCA Y MOMMUITKaX OLUHIOBaHHSA Ha
onepauifnHoMy PpiBHi Ta npu3BOAUTb [0 CTpaTeridHMX MpPOpaxyHKiB Yy [AOBroCTPOKOBOMY pPO3BUTKY
nignpuemcTea. 3anponoHOBaHO KOHUeNTyanbHy MOAEenb MiHiMi3auil pu3ukiB, Wo nepeabayae noeaHaHHSA
nonepenHbLOI NEepeBipkM JaHuX, iHTepnpeTadii pesynsTaTiB poboTn anroputMmiB Ta 060B’A3KOBOI €KCNepTHOI
OLHKM yrpaBniHCbKNX pilleHb.

HaykoBa HOBM3Ha pe3ynbTaTiB pochigkeHHs. [loganbworo po3Butky Habyno TeopeTudHe
0Br'pyHTYBaHHA 3abesneyveHHs iHdopMauinHOi HadiHOCTI B CUCTeMax ynpaBfiHHA PU3MKaMyM Ha OCHOBI
LUTY4YHOro iHTenekTy. 3anponoHoBaHo 6araTopiBHEBY knacudikauito MeToaie Bepudikalii gaHuMx BignoBigHO
0o etaniB ix obpobkn Ta po3pobneHo moaenb KackagHOro nepeTBOpPeHHs! iHpOopMaUiHUX CNOTBOPEHb Y
cTparTeriyHi BTpaTu nignpnemMmcraa.

MpakTnyHa 3HavylwicTb pe3ynbTaTiB AOCHIMKEHHA. PesynbTatv [OCHiAXEHHS MOXyTb OyTu
BUKOPUCTaHI Yy AianbHOCTI MigNnpueEMCTB ANs BOOCKOHANEHHS CUCTEM NIATPUMKM MNPUUAHATTS  pilleHb,
3HWXKEHHSA (piHaHCOBMX BTpaT Big AesiHdopmauii Ta NigBULEHHS CTIMKOCTI CTpaTeriYyHoro ynpasfiHHA B
ymMoBax LUngpoBOi HEBU3HAYEHOCTI.

KnioyoBi cnoBa: WTY4YHUN (HTENEKT, eEeKTMBHICTb, UMPpPOBa EKOHOMIKA, HEeOOCTOBIpPHICTb
iHdpopmauii, rantoumnauii W1, Explainable Al, ctpaTeriyHe ynpasniHHSA, Bepudikauis gaHux.

Schuchmann V.A.

UNRELIABILITY OF INFORMATION IN THE DIGITAL SPACE AS A CHALLENGE TO ARTIFICIAL
INTELLIGENCE IN THE PROCESS OF RISK MANAGEMENT

Purpose. The aim of the article is to investigate the impact of unreliable information and
disinformation flows in the digital environment on the efficiency of using artificial intelligence in the enterprise
risk management system, as well as to substantiate multi-level approaches to data verification in order to
improve the quality of strategic management decisions.

Methodology of research. A combination of general scientific and special methods was applied in the
research process. System analysis was used to structure information threats; analysis and synthesis — to
establish the relationship between data quality and algorithmic errors; graphic modeling — to display the logic
of risk escalation; methods of generalization and classification — to organize tools for reducing information
risks.

Findings. Key threats of the digital information environment affecting the reliability of decisions formed
using artificial intelligence are identified. It is proved that these threats have an external nature related to the
manipulation of information flows, and an internal one conditioned by the peculiarities of generative models'
operation. It is substantiated that data distortion triggers a chain reaction of risks, which manifests in
assessment errors at the operational level and leads to strategic miscalculations in the long-term
development of the enterprise. A conceptual model of risk minimization is proposed, which involves a
combination of preliminary data verification, interpretation of algorithm results, and mandatory expert
assessment of management decisions.

Originality. The theoretical substantiation of ensuring information reliability in Al-based risk
management systems has received further development. A multi-level classification of data verification
methods according to their processing stages is proposed, and a model of the cascade transformation of
information distortions into strategic losses of the enterprise is developed.

Practical value. The research results can be used in the activities of enterprises to improve decision
support systems, reduce financial losses from disinformation, and increase the resilience of strategic
management in conditions of digital uncertainty.

Key words: artificial intelligence, efficiency, digital economy, information unreliability, Al
hallucinations, Explainable Al, strategic management, data verification.
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